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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a storage 
medium or the like for excluding any access to contents 
in respect to illegal electronic equipment generated 
afterwards. 

SOLUTION: A storage media (PM) 13 is provided with a 
controller 1 30 and two kinds of storage areas (a secret 
area 134 and a public area 131). The public area 131 is 
provided with a public R/W area 1 33 for storing digital 
contents and a public ROM-W area 132a for storing the 
identification information of electronic equipment being 
the object of the inhibition of any access to the digital 
contents as revocation information, and a public ROM 
area 1 32 for storing the identification information of the 
electronic equipment being the object of the inhibition of 
the update of the revocation information as master 
revocation information. When this storage medium is 
mounted on the electronic equipment having the 
identification information registered in the public ROM 
area 1 32. the controller 1 30 rejects the update of the 
revocation information by the electronic equipment. 
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MSf L ct 9 h :r{cj||-r:5 y /"K'^r— C/a >if 

im^m 7] BtjiE y 7K>^- 3 >mnmmmm\^. ^ 

Btj|2-e;^:^y :i?^-v-3 vts^istt^^ti. Hufay^-^r 

tfjiay >i?>5r-e^3 i^mnwrn^^i-t. mit^^:^^ y tj?^ 
[m^m 8 ] 1 fa^oiEita^«:co y 3 

^.-3 ^-m^t uTHaiay 'i^'jr-i/a >ff^iE^,^^(ciE 
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urn 1 coSfej3im^;d5fU|2-;r;5^^ y /i^^-^^a Vif «|2tS 

3 >mnt LXflufsy .if^jr^v-B ^it^ia^.^^icisit 
^•^^ r i: -t^m^m 9 ta^co y 7K<^— v' 3 

«fi. mIlsy^>>--v'3>tf#coM0r^^Jl:-r5^^t 
ntimnm^y'^yXit. wim^y^^ y ^'>Jr— i^a vita 
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(cK^ U/j!V>^ 1 omuif a^lE^ UTi^5^ 1 S^SUlt 

JSE«:(cistg^tL5 y ^K-jr— '>3 i^isn^iEm-t^rF'^^ 

v<S«^M«f"t-6r^:i£r1^«i-t-6it3ft3Sl 4I5«oy 

[fi^Rjs 1 6 1 mm y ^j^^->^ 3 vit aMfrS^gti. 

t:d>x^ ^^^m^^^-r^nKmm^^^m^. 

v^T, mmD^^-i^a>^mn^^m^^zt^!i^mt 
1 5 fBtt(7> y 7K>5r^ V- 3 vftassfsga, 

$nfc^^ii^^v>r. HfflE||2 0fSjSim^(c^lE£:-r-5 
tta^fTbV>y >-3 :/tfa^ LTH^^ikLfc^ 

-rsifjJtJSl 6|S«(Dy;J^^-v^3>ltaMigr3SS, 

im^m 18] ^iB y >^-i^ a >'itafEit««fi. 

y n^^->a >mmzm:wmir ^ Z. 
40 [ft*^ 1 9 1 HMia-^^ ^])^^^—i^a vtsaiEits 

-^p^i?^ y 7j<<jr-vx3 ^tsa^smu. fluiem 1 o^gijif 

-r s ^ taistt tc igft -f ^ r t J: o T fttfisi^ 
^^ffij#-r^:i t^i#es[ir-r-5ig*3Si 5Effi<Dy7jf^ 
50 -i^a^mn^mmm:. 
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to 0 o U 

6 X ^ :X T > (7)12^^^^ ^ «)± t" 5 o {Cffl V ^ 
[0 0 0 2] 

[0 0 0 3] :itih<7:>y'i^^/i^=iiyy':yyit. m^^-I. 
MPEG2. MP3^V>o/c7^i^^/w:^^{k:ftW<^^ffi(;::J: 

^^^hmx^^. :z(Dtcisbm:&x\^. mi¥m^m<7:>m 

[0 0 0 4] •^rT*p«^y;^7— KcoJ:5tcialg>7^>fT 

^t=^>'h ^-^t)-—mt^thtz^m!^mc-D\,^xi:i. 
=i:^hti—yizx^T^±:^mmmm^cxox. mm^ 

7=- > !y <D «^ ^ 5 r ^ 5 % X. ^ tt ^ o 

[0 0 0 5] C(7)^^, y^/P^iVt'zL — iTi' 

-g^tc teste ^W-r^ii^^ c73T/t' =f y XA(;it^^oTii^ 

[0 0 0 6] 
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J: o T 3 >^ y^m(oti:m^tmm(o t * o 
xi.^^fc.m^\z^\^^x{t. hn^. ^Kmmtcnxn 

[0 0 0 7] Z(Dmmt\^X. \i^f:>^^'y=7 ^) y^v 

(o»sijis«<D-K) ^:^-ri;^'5r-i^3>'W 

20 [0008] h:L^i)-^ :L<o^of^^^xh^xh. V 

7f.^-^>3 >mn^m'^mmmt^(om^^m\z^\^^xm 

m^mmmt^<Dmwmzis\,^x. 
(±xmiiFi-^'y^^^M^) <D&cmr^nt:>tifcm'^\z 

m^m^\z^^^lE:^j:Ti^±y^^mmx^fj:\,\ 

[0 0 0 9] ^^x\ ^mmn. ±mmn%:^m\^xfj: 

30 J: o T^:iE/^m^«Silc J; -5 n > y^<r>T i^^y^ 

^mwt^mm^^-^^wm^^x^-^x. %.^m\z.^ 

[0 0 10] 

[0 0 11] ^^m\c».^])7f.^-iyB>\m^ 

50 «r:*r}fefi, ±iEfe«ffi»oy ^Jf^-i/g :xtt^^M«f■r 
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[0 0 121 5?^tc. ^mm\:i^.^v^^-iyBi^mm 

(^SU^'.^ y >j<<$r— v-a >ifax*^5 5) ^ y >i^'i^ 
[0 0 141 :irf^6^fC(±. lEttP^T^^r (PM) rxi^ 

i:. ^coy7K>5r^'>'3 >-tt«<^?Mff^^ifc•r-5^*t/^ 
5ffi^^§§co^i5'itt^^-^>^^ y /K^->-3 :ymnt L 

[0 0 151 

5o :l<7)l:^>^|ti^^>;^7'i^ 1 0 ott, m^iaft-»?^iE& 

Jc J: 0 ^ii ^ 5 X ^y^m\^^<DmYf^ $r ^^-f 
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=i>v^^^:yi55c>^7^A (CONTENT DISTRIBUTE SYSTEM 
(CDS) ) \t. ^*='Vv^V'>$r*&*ftLT*5<fc*!)0 
IEit;^7^-<r (PORTABLE MEDIA (PM) ) 1 3 . PM 1 3 |;i 
#^='>v'>:y^fS^L/c»9PMi 3t;ilE^^nfc^^=i 
^^7^>:y^^^-r^3ta^om^M<^IEii^Sifc3^1i (PORT 
ABLE DEVICE (PD) ) 1 2 ^S^^" Vt^^-^StIS® • 

(LICENSE COMPLIANT MODULE (LC 
M) ) 2 It^hmjSi^fl^. 
10 [0 0 161 wi^P>CDSl, PMl SSlOTDI 2li, 
L/ty 3 >'ita^3E^-r5-^(-i:oT. 

-r^^^;«i5T*^^^gg^^^t^WLrv^^o Il2li. CD 

SKDmf&^Tjk-tyti ^y^mx'i^^o ^rr\ electron i 
c MUSIC distributor (emd) 4 ofi. ^al^a«1^-/^^ 
^mnmm^x*:h t) . y .-j^-^— v-a >^mmmnmm (re 

VOCATION information LICENSING ENTITY (RLE) ) 4 1 

( 0 O 1 7 1 CDS 1 ii, 0y;t^f, Un- KJ£^|cB;i^n 
S^ffiiJS* (KIOSKS*) ^^LT^^^nStiOr-fc 

EMD4 0 j^t/RLE4 1 tBm^xmm^i^. ±^=^r 

* zii^^l^^y . i^— y< (SECURE MUSIC SERVER (SMS) ) 
2. EMDJ/F (INTERFACE) gB3. PD^I/FSISS. ;^x-<r 
.l/FgP6. 85^®igc K7-<^<7. fi«*&JWa58. 
>:^t#^a5 9. i$^^&^95 1 O. y^-^— >a^^ 

tf ^smas 1 4 . if_i/Fgi5 1 5 . y yfs^-iyBi^m 
[0 0 181 (1) ^ii^y'iyycDmm mx) mm 
m (ISA) -rso 

(2) y 4<<>--V3 :/tt#oMjR^B^ 

[00191 EMD_l/FfflJ3 mcoEMD4 0 tW^m.-r^ 
tiibcDmrnT^y^mx^h^ . PDJ/FUSlt^ PDl 2^ 
^Mt-^USB (UNIVERSAL SERIAL BUS) ^Xh^. j^v" 
40 ^ T_l/FaR6 li, PM 1 3 ^S«i-Sfci?>C0PCMCIAffl(O:* 

— V*^^^yVmx^^^ y 5J^^^'>3 :/tf^§ft§Pl 4 
li. RLE4 It^h. ^mrr^^mtiti:^Jyf.^--yB>\n 

n^^m-t^mmTyzr^^x^^^ ^-ifj/pgc i s 

li. LCD^^-Y5^5^- 7j<^:^^-^r*fos„ 

[0 0 2 01 ^^t'— ^fe^SC 1 0 ^^it^flti"^ 

0. ?gi|!gt&iWSS8li. ^^T^-iJ't&ifi^SHi o^'fe*^$^^ 
#m ^^7^ :y o j^mt ^*&^rt-r 5 ;^ ^ y 
^r-«>9. 7^ir:/>^t&#3a5 9li, ^^T^-r^^^&^^S 1 



-5- 



9 

mn^m^ xen. rle4 i ^;&^p>sft y ^K-^r-ix 

So 

[0 0 2 11 IkSI^Sii^ K^>f v^7Ji. tfi;ifi<i5:BI$ 
/.CVN#^^|iiT-r^ir;^t-'5*JI9lHlK^-C$)0. SMS2 

(1) . (2) OlSfigfelCtftP^-rSo 

[00221 (1) 3Vx>':y<oia» («A) 
^^^mfgi LTV>^o CDSlfi. 1g©:coEMD4 0 (rr 

f^^) ^^m-rSo wClT*^EMD4 0 755K{I-rSPt#ib 

[00 2 31 SMS 2 J^. mm^tmXX^fz.^^it^lyy' 
:x:y^EMD^I/FSP3<£rS*LT§ttffii'5o ^<^i:t. 

(int>. «-EMD4 oS{ci&s:<D»&-^:fer^ 

^(^JCSCT. EMD.I/FlfPS-cm-^'^ix. CDSl^C4BV^T^ 
[0 0 2 41 Sm2\t.^^it^l^y'l^^y^^\^y^^t. 

tg^*Urv>r riT^^-g-, SMS2;55^gli-'5iP 
m^^'^i^y ^CDS 1 _bT'^^-r 6 :i ;^i5-e 1 5o 

[0 0 2 51 SMS2fi. ^tc. ?^y'^T\/m6i,zmm'^ 

^^l^l/Fa56^^*-effl;^-rsmH^^:^LTV^6, PMl 3 
PDl 2±(cir5/ hLTffiV^^:r ^^PMl 3 tc 

feii^$nfcBf-^fL=»>'7^>^y (iS^^^^^v^v^y) $rPDi 

2±vm^L-W^i'^:itt^X^^o SMS2;6-^>PM1 3 
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/(? 

So *fc. w<7)PMl3li. LCM2 1 icir ^ h Lr^V>-5 
w^-C. ^KPMl 3tcfE^$ttm-^{b='V7^>:y (ip 
^3V-rv:y) LCM2 i±-effl-^Lif^uyht). LCM 

it X t!fc«-r 5 C i: -C # S o 
[0 0 2 61 (2) y:'K>5r-v^3i^1f«|E0r«lfig 

y ->3 :/it^ji, =3 v7^>:y{^Scoyci*:>jcPMi 3 
Ofijffl (PMl 3--o=i>'7^^^:y(^i2g!;, PMl 3;5^^(D=i 

10 (PD. LCM) tim^-^mt^mnx^^ . pmi 3(c, w 

[0 0 2 71 y 5K^-'>3 ^tt^Mi&rmHgtt. wOffi^ 

. mmm^^thtz.n.'T-m^ (r;i-ctiCDsi) ^ 

So CDSlfi. RLE 4 175^ lb. trLV^y 7j?>5r— i^3>if« 

syjj<>$r— i^gz^tf^^ft^i 4^WL<Ti>So :ir 

20 -e. RLE4 1 bmi^^mm^t\.^f^\}7fs^-^yB>m 

^ti. ^J;tf^. RLE4 1 tCDSlrB1T-^4?>^#$nTV^5 
[0 0 2 81 SMS2fi. RLE 4 It^mn^r^^^it^M:! 

^y :/tf y vftm^mas i 4 

ife^fflJ 1 6 {CfeiWi-So SMS2fi, p«7^^Tl/FaJ6(C. 

ts^i^ 7^^- r I/Fas 6 xmti'i-^mm^m l 

TV>^o SMS2;5>^^>PMl 3--<Dtfy Ji^'Jr— v'a >''IS^(7) 

ia^*i, ^x>rTi/FifP6^jii:Tii:gfTt3*xs^\ :^ 

fcfiPDl 2$:S6UTfT9r^:dST-#-5o 
[0 0 2 91 »c(cy ^<^-i/3>tff^«^MII(c:ov>rlfe 
^^S« ::rr*^B-^SPMi 3fi. IP^^ii^xv^ytoiBi^ 

ffii: LT7t*(tT*?^j:<. -ettJeJl^<DT>^y ^-t^g^^i^;!^ 
r y >5r->-3 >'>';^XA^{C y ^^-ir-v-a Wt^^lSfT 

-^SCDSlJi, *^=3V7":^:yi£:»^S^«§§ (PD, LC 

So 

50 [0 0 3 01 wtttcJ;J9. . C0Sl(Oy.i?>r— v^3 
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II 

— v^3 >tt^(;)^^/^HfTtiP^ihT*#^>) o ^fc. CDS 
ttfcm^ttfeSilCoV^T<>. PMl 3\Z.mim^fitLp^%\\t^\) 

[0 0 3 ll^Jxfi. fe51#^(7)CDSloyy-K'^->3 
J: 9 ^iTIE/jrC0SlOg»!5iJlS«Sr-^:^^ y tK^— i^a i^if 
ix3 >'itS-^(Dri^-fe:^<^^^i--5r ^;5?T*#S60r% 

[0 0 3 2] 7^.e4b\ ^HtS^JT'fi. -^^^5^y;}f'^— v-3 

1 3fi, la^' hcr-^ 1 3 0 i:. 1 3 1 S.t/fiJ 

So S5^®^134f±, =3:^ hn — ^ 1 3 O^iibTl^ 

;^7^-<r@*liKM-l^) ;65f5tt^nS^gR/W (y 

— K/^-Y h) 3 6;5^e)/^'5o C T^Bf-^ik ^ 4x 

1 3 izmm<D;^ y'^c T®=&«iKM- 1 TBt-^fk-TS C ^ "C 

[0 0 3 4] ^fc-^^^^T^^rSW^KM-M^. ^7^^ 
TSWiiKNh 1 t^, ^PM 1 3 {zm^X^tii-i^ < . v- y 
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72 

Tyi-#^-^siit#-^ (PMl sm^oymm^^-. ^tznm 

So KM-M^KM-1^. tJizBOPMl 3«C@W/jJmU 

®^i 3 6fi, «?ijx.f^:7^ y >^p<^ y 

[0 0 3 5] ^Ammm i 3 i s^nti^Ji^^o, 

^fflO^F^^^T*^S<2^^R0M^«l 3 2^. 

m^j:^Ammmx^^^^rMR/m^i 3 3d^^/i:So a 

>arraROM^*S 1 3 2 Jcfi, 13 4 (c^^ttS J: 3 Jw. 

t»:x,xt^mmxh^^j5:mRm-mm 132a ^^tf 
tco^-rso 

[0 0 3 6] m4\t^ ialt^x-<T (PM) <O<2^raR0MS 

ROM^^i 3 2fi. m:k,mm±izmi^^th. ^j^mRym 

20 «cl 3 3. RU^F^ROM-WSScl 3 2 aft, «3|x.f^>^^ 

-/i/^p«^y ±lcm{*:^tbSo :i (7)>^r^R0MM«^ 

13 2. <i^r^ROM-W®*S 132a, <ikmR/m^ 1 3 3 
ft. 9t<ommmiimWLl 3 5:d5$iiSiS:^tl.SR0M, l^gR/W 
®«c 1 3 6;i>5?i{^^ixS:7^5/v'n.^^y±fc, ^ti^ 

[00 3 7] <ikmmmm 1 3 2 9 ^<ikmmh^m^ 1 
3 2 a ®« (JEJLT. ¥fc, \<ikmmm$L 1 3 

2 J ^l^9o ) t-ft, y tK^— v-a ^'tfffi (RL- 
M) PMl 3(Dai^g^^pgT•^A6M^^tLXV^So * 

i(? fc, i5dt^R0M-W®« 13 2a fcft, ( 1 ol^_b(0) y 

v-3:xtS^ (RL-K RL-2- •) PMl3<oai?8f^ 
pgT•^i?>^^$i^TV^So y '>3 >tt^fcov^r 
ft, CDS 1 ^co y Tfs^-i^B >«^M^^^<D^ff tc J: 
f?. »y ^'5r-^>3>.ifa:5S^ PMl 3<D=i>-hn~^ 1 

3 O ^ii LrS^<7)^)ilT% r cO^r^ROM-W^^ 13 2 
atc^l^ (3Efr) ^ttSp /jr4b\ <i^r^ROM®« i 3 2 

o (ioJi^±<o) y jK>5r-^>3 :/{fa^^^a61EgtLTV^ 

^0 [0 0 3 8] *ll2fe<7)JF^^tc4i5V^x, y 7^-^— 

ft, ^i^wfctt. Mm-r-<#m^^^o^sij{f« (6 

4 h<07'/^>rxID) (7)y;<hTfeSo ^wT*, j^JlT 
OUiPjT-ft, r y >5r-'> 3 >lf «j fdftxT r y ;j<-5r 

— v-y ;^ hRLj ?:^sffi^^fflv^So J^T. -^j^i^^y 

^j^-ir— >^3 vy ;^ h^RL-M, (loJ^±<D) y^K^— 

B^ymn^s rry >jr-v^3>r^icRL-i, rl-2."- 

(C^JS-rsmT-^lg (PD, LCM^) Oftl^fktcflJffl^tL 

JO s y /i^'^— v^3 >y ;^ h^-rSo 
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[0 0 3 91 {c^rm/^mm l 3 3 tcji, vm-it=^ ^y^r V 

=1 V" :y ^ =1 > ^ -Kcr-Pt ^fk-T ^ r ^ T*Si1# 

/W«4Sl 1 3;0^b<c5^ra®«cl 1 1 irlP^Bao^H 

[00401 ^eiR/'W^«c 113 2 tC^-r^^ 

T^-iJ'^&Jfrt^l 0;5^S5ti^$n-CV^5o ^^ROM^^^l 1 

^tL-CV^^o (fin^. I1!2<DSMS2{^. RLE4 1;&>bS»t 

g3R0M-Wffi««c«&ift^-r-6o 

[0 04 11 S:^limi^i 1 4{c:fi. li^SUIt^ (7^^<-r:^ 
!D) IO_CDS;&5^a6l^m$^^TV^So SJIE^i^S 1 1 4 

$i^TV^^o */c. cico^^^^i 1 4 1c:. Iii2tc^i- 

?5i|il^J^gC8;iSi|{^^tirv^^o r C r*SMS 2 co^j^T 

0 (<i^r^R/W€g® 1 1 3) 

T*fc^='>'7^>':yiD (TID) ^^^oj^ti^ bri^o. 
w<7)jmi4it«<^«*i-hP^t;^ (SJUm^i i4f^(7)) ?giK 

[0 O 4 21 CDSl fi. ^ix^'ti.OSMS2{c<toT!gitg*& 

4) fi^^'f—^ncm^^^fz.}h(o^mwsLY'7^^<i^ 

PDl 2li^^coR0MM«l 2 2^^0^^^R/W«i«l 2 3 

^^^/<^^<i^r^^«l 2 1 i:^^r^co^)Hir*L;0^r^-fe:>^ 
r*#J^^V>SJE«i«l 2 4 <!:CD^I51tM^^#Lrv^-5„ 
SJE«i«cl 2 4fcti. PDl 2(DS^53iJftaiD_PD7!)5^Je)@ 
^iaig$ixTV>:5o Si>IM«i«l 2 4tcH^fc, 

^-^y feco =r KC;55ii:i:isit ^ ^xr V ^ 5o 

[0 0 4 31 laeji. PDl 2(Dmj^^?i^'ry^^y^mx* 

*>5c I^TJi, PDl 2<;)^]l«j/£f2lt^«S:^"r^-efe 
PDl2(i. K^znT 
WtCli. CPU 1 2 a . RAM 1 2 b . ROM 1 2 c . 77 y 

^pt^y 1 2 d. ^^mm/FUi 2 e. ><x>f ti/fsp 
1 2 f . ^^it'Bm^i^y':yy^'i^^^'r^rciib<Dmm 
asi 2 g. mm^m=^i^7':^y^W^n'r^fzib(r>^^ 

1 2 1 ^^^m«i 2 4 ^^*-r5o 

[0 0 4 41 li|6JCpj^$ix5<t 9(C, PMl 3tt. PD 1 2 
O^T^^TI/FfflSl 2 f JcS^«FLTf«Jffl^^n^)o CDSl 
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fi. PDl 2^:^LTPMl 3 CDS 
lJ^OPD_l/FSP5, PDl 2P^<D^^mm/?Ul 2 e, 
7«7^^TI/Fai 2 f LT^^PMl 3 0S$gm^lc 

134 ms^m) lcr^iry.-r6o yx^Tl/Fa5l 
2f(l. PMl 3OS;»0i^l^ 1 3 4(CTi?'-fe;^-r'5fc*^<7) 
SE«i«cr^-fe>^S5 (la-T^-lt-f) ^*LTV^5o PDl 2 

rtco^r^R/w^« 12 3 Rrjmmm^ i 2 4 ti, m^n 

«1 2 2Ji. ROMl 2C±JcHI(J^$nrv>5o wOROMl 
^A;05S#ii^nTV>5o PDl 2-e*i, CPUl 2 aCO^J 

Sfcot^, w<7):/ni/^A{ct(^oTPMi 3tor«ifotas 

I O O 4 5 1 HI 8 ti. LCM 2 1 C0^^^^i-:;^u ^ H 
T**>5o LCM2 1ti. ^J;tl^. y-:f-/un V-e*^ — 

SMS2 2. EMD_I/Fa52 3, PD_I/Fg52 5. ^T^-fT 
_!/FgP2 6. SJE^«K7-fx<2 7. ^ftSfeift^^ 2 8 . 
20 y>firV>^^j&^a52 9 . ^^x-^feiSrtgi53 0. CDJ/F 
gC3 i:5:t/^— if_l/Fa5 3 5 ^^;t-5o 

[0 0 4 61 Ufc:65oT, LCM2 1(i. CDSl ilel^tc, 
EMD4 0^^t>Pt-§-{k:=i>'7^>:y^Stt^O. LCM2 l±iz 
^^Vtz^^ LC«2 i±{:i^l^^n/cBt^{k:='>'7^>':y 

fe1t^^f*:PM 1 3 (Ciaip: Lfc "9 . IBitJJ^ftcPM 1 3 ±<D 
^^=3 v-rV!ySrLCM2 l Jiic^l[ii^fcl^-r5fci6<D«|g 
^WLXV^^o El9f:i. LCM2 1 O^S6^/jrsEtS^^^ 
:^-rigir'$>ao PMl 3. CDSl. PDl 2 ^iHjj^tC. LCM2 
lli. ^r^coR0M®«2 1 2JSlt/^rf^R/W®^2 1 

30 hfjt^^mmm2 1 1 t$¥^^m(o^mxi.ii^r^i^:^x 
E«ii^2 1 4icii, LCM2 1 <Dmmmo_i(^i^^^ibm 

^f^^g$nTV^6o «SgM«2 1 4JC(i^fc. ^=i>^7' 
l^V ^(D =3 KC;^5iU:iSit ^ :h.T V ^ >5 o 

[0 0 4 71 PMl 3H. LCM2 1 Oy t'-Y T l/F^ 2 6 
il^bTfiJffl^tlSo LCM2 l;dsPMl 3 --i^^^^S^-TS 

LCM2 ir^<7)p<x-/TI/FS|52 6=£:g*Ur^K 
PMl 3<^)S:^Em^l 3 4|CT>^-tX-r^o ^x^ri/F 
ai2 6fi, PMl 3(OfiJgM^l 3 4tcr^-ferJ^-r'5fci6 
40 0»g««T^-feX«fC (la^-tt-f) ^WUri^So LCM 

2 1 F^o<i^^r^R/^wM^2 1 zmy^^mm^t i 4ii. 

mm2 1 2li. ROM±JC{g(^^tiTV^^o wCDROMJcttP 
Ml 3 h(r>^x^'K^^^nofz.^(0-:fuif^Ki^^^ 
iZiittrv^^. LCM2 1-Cfl. CPU (l^^-tir-f) <DW^<n 
t<t. w(D:/ni/^A(Ct^^oTPMl 3 ^O^OtaaigliE 

[0 0 4 81 ^^te(7)?f^fig(c*5(t^l^fNii^^gii/ 

1 0 0(^)ij!i<^tc:oV^T. PMl 3^. CD 

50 Sl*c}fAb. *>5»EMD4 OT-ifiit^ttrc^^^^^x^ry 
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PMi adifi^ (figA) -r^^m^m^\.tim^{^. 

RLE (RLE4 1) ;4?^fTL, CDS 1 (c J: o-CKf-»«P$ix 
10 0 4 91 01O2SIU5^1 Hi. -^ix^'H. ^<DXo 

^(cjott^cDsi ^PMi 3mx*<Dmmtfiihm(D^ 

(l/FSf;) 1 S^^UT^ct^n. 75^o. PM 1 3 :;!)5CDS 1 

mtw, CDSlO^x^-Tl/FSC^PMl 3 0=3>^ha — 7 1 
3 0 tora-eJl^aitOtBS^iE (AKE (AUTHENTICATION AN 
D KEY EXCHANGE) -M (MASTER) ) t^^f^ix^ {y^^ y':^ 
S 1 O 1) o wOtSS^IiEAKE-Mf±. 0iJx.t^CDSl ^PMl 

10 0 5 0] ^-f, CDS 1 ^^^PM 1 3 ^^Hr^o C: - 
(y 5}^^— v'3>'(^Mir<£rl^^$nfc4#SUO) CDSl 

MM^i^i^l^^nTl/^'S) o CDSlfmi^Rl^^^^UTP 
Ml 3(;ia^5o PMl 3fi. CDSlT-^^^nyhaScRl^ 

-^fk^Hfc^L^ (KH« [Rl] i:^-r) ^COSUCig 
-r. CDSl-CJi, maE^Kl^«^fflv^X. Kl-M [Rl] ^ 
«^ «-^^mdS5fe(-^^ Uy^a^R 1 
PMl 3^iiELv^ffi^T'fc^<^^^J^i-^o 
[0 0 5 1] -=E:c^^. Jiia^IslCr ^^PMl 3;^)^^CDS 
Hc5tUT?f P w<i:T% ffi^l^liE^^T^o Com-g-. CD 
SI. PMl 3fi^ix^n^|flE«liK2-M$r^}^U CDSDi^p 
Ml 3T*^^U/ca^R2^K2-MT*flt^{b:LT^tt^PM 
1 3-CK2-M^fflV>xa#b. :$fe(C^^LfcgL|gcR2(c^ 

T*Ji:CDSl) \z.<D^^-7L^^h\z.^^ ^ — 
(LCM 2 1*^) «c J: ^MIE^SAKE-M^^f 5 C ^ ^BSih 

[0 0 5 2] i^±Otgi:^|iEAKE-M (S 1 0 1 ) J: <9 . 
CDSl&O^PMl 3:653X^T*jE^7:ttt^T*fe^Ci:;d5m^ 
$nfc<i:#. CDSl<7)><7='><rl/Fffl5^PMl 3<^=i^^ ha 
— ^ 13 0^ (D^^X^—^^mi't^r^^ CO-fe V- 3 

l^m (KYl) :65^#$tb5o rcOir^yv'H ViiKYlfi. 
firil;^?:^. Jiia-etlSHc^^LfcoybgLiaRl ^R2(7)gMi!l 
COSlJfctJtPMl 3;6S^^^>^WLrv^5S 

10 0 5 3] CDSlC0^^^Tl/F^6Ji. ^^^M^ 1 1 
4lcSJg (lalt) ^ixT^>5e#<7)-7;^i5^iaSiJ1*^ID-M 
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^«7)Bt^jl:^tbfclD-M (=KY1[ID-M]) ^r^T^-f rl/FSiJ 
6 75^ibPMl 3fC5||5 i:^'T-y^% 10 2) « PMl 3 0=i 
>hn-^i3 0t;i. CDS H^*>^<^KY1 [ID-MI ^, 9t 
(7):^-^^T'^t#Lfc-tr>;/ v-a (KYl) T'tg-^L. 
ID-M^^#6 (>^7^^>^S 1 0 3) o 
[0 0 5 4] ScJdPMl SOriV hn — ^ 1 3 O fi, 
L/-cCDSlO-r;^^^^iJtf«ID-MfCj: 19. ^P^ROM 1 3 2 

70 CDS 1 ;c j:^PM 1 3 <onm'^nm^^^t<^t^^Vi%'t 

5 k^^y^SXi^A) , 4>L. ID-MJC-f^i-^I^SUiS 
y JJ^*^— v-a vy ;^ hRL-MlC^g^^ ttTV^S 
^^Idti. ^v-hD— ^ 1 30(iK^-r-5CDSijcj:$P 

Ml 3(r>m^^^m>c. {'Mf^^^—v) ■r'<#t>ot«^ 

10 0 5 51 riiJc^U. ID-M(c-arr6^SUif«;5W 

XiJr y ,^>5r— hRL-M{;i^^$nri>/^V^:^^ 
— ^1 30(i^^i-SCDSllii:^PMl 3 

20 t>(7)<5:^5iJ^U. S5^R0Hffi*K 1 3 5 (c:»S^$ttTl^^^» 

g ^ V ^ ^ ;^ 7« ^ r s^iiKM-M^g^^^m Ltb;^ 

(:^7^5/7"S 1 O 5) o -^LT^^^ ho — ^ 1 30 
CDS1CD7<7^-<TI/F(7)Pb1-C (^KCDSl07«x>f ti 

/F|FP6$r^LT) ^^^^^TV^. Is]— (7)-^: :X a >li 

WilKM-M^-feryS/3 (KY2) -CP^^IbL. ^(D^^- 
<t;^tLfcKM-M (=KY2[KM-M]) t:CDSlJ;i3l6 (^x -;/:/ 
SI 06) o r:iT\ ir^^v-a ^^liKY2ft. 0iJx*^. 5fe 
O-ir 5/ V- a >|iKY 1 CDS 1 2§^t5PM 1 3 t^"^^^^ t 

Mir LT5}ta6ibtL5o 

[0 0 5 6] CDSl(O^T^>f r!/F|35 6(i, PMl 3(i!|d^b 
OKY 2 [KM-M] Sr. 3fe<7>^-^mT'^^ Lfc-fer 5. a 
(KY2) T-«^L. ^y'^Tm^mM&^n^ 
(^T^ .y >^S 1 0 7) o iSJctcCDSl (^;?<7^>fTl/F95 6 
ti. <2^P^R0M-W«i«{cfe;^$tLTV>Si&ry v-K-^-i^a V 
ft«RL-l. S:TJ2. ri/FSe6-C^Stt-5»rLV^ 
p< 7^ ^ r H^^iKM- 1 N L /c-^ ^ ^ X T 
KM-MlcJ;*)B&-^{bL. ^copf-^fb$ixfcKM-*l[RL-M]^^U^ 
40 KM-M[KM-lN]^PMl 3(caiS (^7^^:7^3 10 8)0 

[0 0 5 7] ?^ ^ rm^mm- im^ mx, 

II. 5fecOir:y v-a >'iiKY2^, COS 1 2)5gJ?g|c^|^-r6 

X^fiJcSixSt><Oi:-r5o PMl 3<03>- ha-^ 1 30 
li:. CDSHH!Jy6^<bc?5KM-M[RL-M]^a?KM-M[KM-lN]^. m 
gROM^^l 3 5(C*&jfrt^ttfcKM-M^fflV>Tffi^L. RL- 
M. KIVhlN^r^S (y^'r yZ/'S 1 0 9) « 
[0 0 5 8] ^(C. CDSl Op^T^^rl/FSiitPMl 3(D=i 
>hD-^130<t (Dmx±^ Lfc^aS^aE (AKE-M) 
50 iri^^lcotaS^liE (AKE-1) i^^n^tt^ (^^v-y^Sl 
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10) p *-f*l. COSl;d^<bPMl 3^ig:iiE-r 

So ^^-CCDSlli^iIliKl-l^»ltLT*5«9. PMl 

3fi. ^^c^l!E«lKl-l^»^^LTv^s (la^Lrv^/j^ 

SLIS:R3^^^LrPMl 3Jci||-5, PMl 3li, CDSlX*^ 
^$ixfcaS:R3^SttSi5^. -^ttSrfgEiiK l - 1 T- 
Bt-^fbLT. -^(DBt^^k^tLV^a^ (Kl-i [R3] t 
Si-) ^CDS 1 (Cig-To CDSir*fi. S^IIiiKl-l $r^tN 

Kl-l [R3] ^m-^L. ffl-^*S^;i55te(C^^Ufc 
5LI&R3tc^Ltmfi. PMl 3fi:jEbV>*a^-e$>-5-5:*iJ 

[0 0 5 9] ^(O^ik. -hia^l^DClir^PMl 3d^bC0S 
Hc:*tLTtT5 wi:-e. ffiS^liESrtf 9o rc^S^. CO 
Si. PM 1 3 \-X^ix^fhmUm 2-1 L. COS 1 tJi^ 

PMl 3T'^^LycgL»R2 4^K2-lT-Bt#{bUT-t^ix 
^PMl 3T-K2-1-C«-^L. 3fefC^ifeU5tai&R4(;i^ 

\^\^^t^^mm-t^o r::x% ^iE#iKi-i. K2-ij±. 
POl 2, LCM2 1) tc:<:o;t^-^^ar<l:Jcii:*?, {^(DTzT 

HAKE- i^ffozt ^m^-r^ :i t 6o 

lO O 6 01 JL^±<OtB5:^iiEAKE-l (Si 10) (Cj: 
D . CDS 1 RXJ^PH 1 3 ;&53Jf:^-c-jE^/^*i#T-fcS C ^ d5 

mm^tititt. cDsi(D^7^^Ti/Fa$<tPMi 30=1 >- 

— ^ 1 3 0 ^orelT^^— ^|^;^)5tTi3ix. 1^— (Oir-/ 
i^a^-ii (KXl) ;5S^W$ttSo ^Oir 5/ v- a VliKX 1 
Ji. CTx.ti. ±ET-lB5JC«^L*>ofcaiaR3^R4<0 
^Mtil&^^H^ffi^. CDSl^l/PMl 3;^|5^^t)^^^Lrv^ 

[0 0 6 11 cosK^^pfT^-fTi/FSpeti, mMmwii i 
4(^85^ (i2it) ^Hx\,\^i^^(ommmD-i 

^mbT^^IO-l^iryi/H^^iiKXlT-PiP^ibL. ^ 
(Df^^it^tLtc\D-l (=KX1 [ID-1]) ^^r'^Tl/F^ 
eid^bPMi 3tci||5 (;^T-5/:/s 1 i 1) « PMl Sc^rn 
>^hcr— ^1 3 0tt. cos 1 «3!l^P>OKXl [10-1] 9c 
(D^—^^XWimLtz^^y^ysiym (KXl) X«^L. 
10-1 ^^#S (;^X!y>^S 1 1 2) o 
[0 0 6 2] ^fetcPMl 30=3 V ha — ^ 1 3 Oil, ffi^ 
L^cCDS 1 <Dmmmf>- ^r^ROM l 3 2rt<0 

y v-B vy;^ hRL-l^#,^.L. ^|glD-lJ^— ^ 

i-'5^;3Uif«;65^g^$nTV^S;ei^S;6^tci: 9> CDS 1 *C 

iy>^S113) o t>L. ID-1 (C-gi-f-^^Mf^TD^y 
^<$r-v-3 > y hRL- 1 tc^ii$ ttX V^5^'g^^c:ll. 
=i>- hn— ^ 1 3 Ottl^a-rsCOSl (CJ:SPM1 3co?iJ 

[0 0 6 3] ::n*c»L. MhiK-^-r^mmm^ 
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fi, 1 3 OHf^a-rsC0Sl(cJ:-5PMl 3 

^L. ^7^:y>^S 1 0 9T'i#fc^y/1^>5r->3>ltm 
-IN. STH/^p<7"-<r@^r«iKM-lNlci:or. RL-1, k 
M-li£r^tt^*H1EiR"t-6 (^7^^y>^Sl 14) o 

[0 0 6 4] ^(7)^. iai 1 COSi 
(Dy^f ^T\/?\±, PMl 30=iVhn — ^ l 3 0(OW\X 

(^^CDSl<7)^7^^Tl/FaJ6$r:ft^Lr) =^-3:?tfe^tT 
70 V\ 1^— C0-fety >3^^«iKX2^*WUyc:±-C> COS 1 

>xwTl/Fas6^l. fij^M^i (latt) ^ 

ixTi/>-5 e#(7)i^S«JtS«IO- 1 UT^^ID- 1 $r 

-fe^yv'a>'IIKX2-eB&-^{kiL. ^<r>^^it^h.ti\\h\ 
(=KX2[I0-1]) ^7«x^ri/FSP6;5^bP«l 3(cai6 
(:^7^!y>^S 1 1 5) . :irT% ir5/i/'3>-|iKX2ti, 
9t(0± V 3 >§iKX 1 CDS 1 ^U^PM iSii^ 

[0 0 6 5] PMl 3 69=1 V ha — ^ 1 3 0 fl, CDS 
20 3!)>^(DKX2[I0-1]^. 9t(0^—^mx^%\.t:L±yi^ 
3>|i (KX2) T-«-§-L. 10-1 {y^^y^Sl 
1 6) p JSktcPMl 303^^ ha— ^ 1 3 Oil, «^Lfc 
COS 1 (?)^SiJfS^ID- 1 «9 . ^^R0M-W«|«|^OgTy 
tK^— v^a^-y^^ hRL-lN^#^L. ^|glD-l|C— ifc 
-r6^SUtS^;i5S^$ix-CV>5;5^^;5^{Cct 0 , CDS 1 \z 

x.^mi3<Dnm^mmt't^f)^^f)^^m^^^ (^x 

5/>^S 1 1 7) o 

[0 0 6 6] ^L. MHhkz.-^'T^^mmm^v^^^- 

'>3 :^y >^ hRL-imcSit$4xrv>s#-g^ic*i, n^^h 

SO a-7 1 3 0«|g^i-5COSltCj;-5PMl 3(Dmm^U 

mt (y/-K<:r— h) -r-<#t>co^^Hj^L, ^^oao-s^ 

ffJhi-^o wHlC^L. 10-1 ic-ifci-S^SiJif^;65y 
v-s vy ;^ hRL-lNtc:^g!r^i^TV^/^v^^i^^l. 
=i>- ha — 7 1 3 O(lgS^i-SC0Slfc:J:-5PMl 3(?5flJ 

m {=^>^^>^y<Dmm) ^m-^^ixxi^^h<7)tn^ 

L. SJ^IMROMS^l 3 5^cfejS^3^ttTV^5SE$ttTV^ 

SI 18) o ^LT=i^^ha — ^I30fl, CDSlco^ 
"r^ri/fcomx (^^CDSlO^T^^f rl/Fgi56^:^L 
40 X) ^ife^tfV\ (T^ir^y iys >-iiKX3<^^WL 
/!:±T% ±l2S?^ffiLfep«7^.f TS*riiKM-lNS:-fe5'i^ 
3>-li (KX3) T'Pf-^fbU. -^rOSt-i-Yb^ttfcKM-lN 
(=KX3[KM-1N]) ^C0Slicig^» (y^y^y^Sll 

9) o ^c"c% ±y>3>mu3n. mz.\t. 9c<o^y 

>'iglKX2^. COSlROtPMl 3:i5^ie)^WLTV^-5 

[0 0 6 7] CDSl(D;^7^>f ri/Fa5 6fi:. PMl 3ffi!l^*P, 
OKX3 [KM-lNl^r, 5feO^-^i$^-C]&# L^c-fe: :y e/3 V 
30 m (KX3) -etI-§-L, >7^>f T@^SiKM-lN^#-5 (^ 
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y-yysi20) ^ »:tcCDSl<7)>7^>fTl/FSB6fj:. 

/cKM-lN[KC] SrPMl 3 coSIER/W^SStcig-S 
:7^S 1 2 1) o 
[0 0 6 81 CDSlO;^T'^ri/FaJ6H, -^gSR/ 

W^i^ 1 1 ^\:i^m^i^hX\^^^^^'it^>'r>yY^C[G\ 
PMl 3(7)^f^R/Wfii«clCi||S (;^v=- .x>^S 1 2 

1 O^r^ROM^igc 1 1 4(c:te^i?*j$tLTl.^5^y S/' 

[0 06 91 :icofc>?). y ^<5r— >3 ;^ hRL 

-MT-m^^ttSM^fb^fct^CDS (PMl 3COy :^^3 

(^NI^) r#5o ^e>t:iy?i<^— '>3:xy hRL-itc 
i^^oX^^fb (y5J^*<5r-h) $tL/c:/<C^t^. PM 1 3 *;i^o 

M-lN-^o3E*^^^T^^J^v^«^cUTV^-5o try 

5}^^— v'a >y >^ hRL-lN{C^J^oTM^fb 
-<T@:ff«iKM-l^^»PMl 3j5i^^CDSl;65Stt^t). 
^-KC^^|^7«x^T@WiiKM-lN(ri «9P^^fbL, PM 

1 3«ciSSJ; 9(cLri>5o :L<Dtiib^ tfy^^— S/a 

vy ^ hRL-lN-Clt^^nSM^fb*f^CDSl (PMl 3 

[0 0 7 0] mc. PMl 3(cfej&^$ix/cP&^{b=':^7^>' 
:y^PDi 2_brffi-^b-c^^-f 5»^o^ft(-ov>T. 
ife^^So ^Tcoi&^qr-fi. PDi 2 Ji-e^g-^ur 

<DX^^j:^—:^[z.^l,f^PfAl 3 iPDl 2mX*<om{Bt^ 
so ifStt ^ ^"T d T' -5 o 
[0 0 7 1] W^myr^tmx.i^D i 2 tci^ LT/j: 

^tt. ;0>oPMl 3;i>PDl 2 ^ T I /FB15 1 2 f 
^^thrc^!^X\ PDl 2C0CPU1 2 a .hPMl 3<D=t>^h 

1 3 otcomx (bSissi 1 o tmm<r>) 

iiEAKE- 1 ;6^tTt?ix^ (^7^ ,y 2 O 1 ) „ ^UT. C 
cofflS^iiE (S 2 0 1 ) Cli: i^POl 2&U5PM1 3(7>^;^ 
-CjE^/j;tB^T-^^;i<t;i>Si^$tL/b^#. PDl 2C0CP 
Ul2ai:PMl3 0=»>^hn — 7 13 O t(Df^X^—i^ 

ts^:dmt>Hm—<D't^yiyB i^m (kx4) t^^^^^^, 

[ O O 7 2 1 PD 1 2 COCPU 1 2 a ti. mMmm 1 2 4 fC 
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D-PO^ir i^a >ii (KX4) T'Bf-^ibL. ^OBff^^b^ 
ixfclD-PD (=KX4[ID-PD]) ^TtT^-rrl/FSBl 2 f jD-t, 
PMl SiCiS^ (>^7^.y:/S 202) « PMl3<7D=2:^hn 
1 3 0{^. PDl 2{il75>P>4BnKX4[IO-PD]$r. 5feco 
^--^i^T'^#Lycir5/ (KX4) T-m-^L. ID 
-PD^?§S (^xy:/S2 0 3) „ 

[0 0 7 3] PMl 3CO=i Vho — ^ 1 3 Ofi. ^-^Lfc 
PD 1 2 co^SiJtf ^ID-PDtc J: «9 ii:^g|ROM-W®«F^co y /J?>:r 
:xy ^ hRL-iN^#BSL. ^KID-PDld-a-rs 

^m\n^i)^^m^Hx\^^^f)^i§f)^z^^ ^ PDl 2(cj:6 

PMl 3(7:)^j^^M^^b-f-^?5>^}6^^^J^-f5 (;^7^!x7^ 
S2 04) o t>L. ID-PDtC--grr^»Jit^d5y7iC>5r 
->3>^y ;^ hRL-lNtc^®$ixTV>5S'g^(cfl, 
hD — ^ 1 3 Of^^^-r^PDl 2tcJ:-5PMl 30^Jffl$: 

[0 0 7 41 rixfc^tb. !D^>Dtc-a:f ^i^SUfS^;5S 
y /i^'>^— v' 3 >- y >^ hRL- 1 NtclE^$ixT^^7^j:i^#-& 
fi, ^i^- hci — ^ 1 3 Ofi^^fSPDl 2icJ:-5PMl 3 

20 <onmi)m'^^thx\^'^^h(Dtn'&\.. wm^/^wsLx 

3 6{C^g^i^TV^^;^T'^TSWIiKM-lN^^;9.^tSL 
ai;^-r^ (;^'r-5/r?'S 2 0 5) « ^LT=»^^ha — ^l 
3 Ott. PDl 2<DCPU1 2 a t<Of§iX* (^ggPD 1 2N0> 
7^^ri/Fa5 1 2 f ^^LT) ^^m^m^. f^— <D 
•ir>;/v^3>a (KX5) ^^WUfcJiT-. ilB^^^^ttiUfc 
7<7^^T@*ii (KX5) T*»ir#{bL. ^O^^^it^fttL 
KW-IN (=KX5 [KM-lN]) ^PDl 2 ill 6 (P^y^y^S 
2 0 6) o rr:r\ ir:y>-3 >|iKX5fi. ^Jx.{^. 
•t?5/i>'3 >'iiKX4^r, PDl 2^t/PMl 3 2i5iPii)^^LT 

[ 0 0 7 5 1 PD 1 2 COCPU 1 2 a ti. PM 1 3{iijO^^<OKX 
5[KM-lN]$r. 9G(D^—^Wi:Xmn\.ti'tyi^B>m 

(KX5) T-m-^L. >7^-rr|lWliKI*-lN$r#5 (>^7^ 
yZfS 2 0 7) o JSfct-. PDl 2 CDCPU 1 2 a ii, PM 1 3 
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